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Abstract—Verification and validation (V&V) hold a significant
position in the research and development of automated vehicles
(AVs). Current literature indicates that different V&V techniques
have been implemented in the decision-making and planning
(DMP) system to improve AVs’ safety, comfort, and energy
optimization. This paper aims to review a range of different
V&V approaches for the DMP system of AVs and divides these
approaches into three distinct categories: scenario-based testing,
fault injection testing, and formal verification. Further, scenario-
based testing is categorized into fundamental and advanced
approaches based on the interaction between road users in
generated scenarios. In this paper, six criteria are proposed to
compare and evaluate the characteristics of V&V approaches,
which could help researchers gain insight into the benefits and
limitations of the reviewed approaches and assist with approach
choices. Next, the DMP system is broken down into a hierarchy
of modules, and the functional requirements of each module
are deduced. The suitable approaches are matched to verify
and validate each module aiming at their different functional
requirements. Finally, the current challenges and future research
directions are concluded.

Index Terms—Verification and Validation, Decision Making,
Planning, Automated Vehicles, Survey.

I. INTRODUCTION

AUTOMATED vehicles (AVs) are a promising evolution
for a better prospect of reducing accidents, pollution, and

congestion while increasing transport accessibility and saving
fuel [1], [2]. However, there are still many substantial chal-
lenges in achieving the industrialization of AVs [3], [4]. The
National Highway Traffic Safety Administration (NHTSA) has
identified 11 crashes since 2018 involving various Tesla mod-
els that were using autopilot systems according to documents
filed in Aug. 2021 [5]. And NHTSA estimates that thousands
of crashes involving Level 2 AVs will occur each year in
addition to 200 crashes involving Level 3-5 AVs in the future
[6]. To prevent the occurrence of the above accidents, verifi-
cation and validation (V&V) play a significant role [7]–[9],
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Fig. 1. The state-of-the-art V&V approaches for the decision-making and
planning (DMP) system are categorized into three parts, including Scenario-
based Testing, Fault Injection Testing, and Formal Verification.

and may be a decisive factor for the introduction of AVs into
the market [10], [11]. The mere distinction between V&V is
minute yet substantive, acknowledging that validation ensures
that the product caters to the needs, whereas, verification
ensures the correctness and aptness of the product. In most
cases of system development, validation is left till nearly the
end of the project when the user meets the system to give
her or his final approval. Within this context the word testing
would be the tool to examine these two aspects [12].

Before the mass production of AVs, safety along with
module-wise performances need to be guaranteed by com-
pleting the system level V&V, including perception, decision-
making and planning (DMP), and control systems [13].
Among them, the DMP system is the crucial driving factor
underpinning autonomy [14], [15]. The DMP system is at the
core of the entire information transmission chain inside an AV
[16], [17]. It needs to process and interact with the dynamic,
uncontrollable, and diverse environment information obtained
from the perception system continuously and sends the correct
messages to the control system [18]. Moreover, as a sophis-
ticated system, the DMP is composed of several modules.
The logical relationships between each module are especially
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complex due to the internal influences and interactions, which
results in functional problems and brings great difficulties
in implementing decision-making algorithms. Hence, much
V&V work for the DMP system is needed to ensure real-time
autopilot performances.

Recently, many published research studies proposed the
V&V methods mainly used in the DMP system. However,
the existing surveys concentrate on vehicle-level testing or the
testing of perception systems for AVs’ safety [15], [19]–[22].
Compared with the mentioned surveys, the main contributions
of this paper are listed as follows. (a) The V&V approaches
for the DMP system are reviewed, and they are classified into
three categories, namely, scenario-based testing, fault injection
testing, and formal verification. The schematic overview of
this categorization is depicted in Fig. 1, which could provide
guidance in selecting appropriate V&V strategies based on
the specific use case. In particular, a novel classification
approach based on the interaction relation between road users
in scenario-based testing is proposed. (b) Six criteria are pro-
posed to evaluate the characteristics of the V&V approaches,
allowing the understanding of the strengths and weaknesses
of both the scenario generation methods and the application-
wise metrics. (c) Module-wise analyses are made in detail
of the DMP system, and the functional requirement for each
part is deduced. The performances of each V&V approach
are discussed, aiming at every functional requirement. Finally,
the research gaps and challenges are listed with the necessary
future research trends and potential directions.

The remainder of the paper is structured as follows: In Sec-
tion II, III, and IV, the in-depth reviews of the three categorized
V&V approaches, scenario-based testing, fault injection, and
formal verification are presented, followed by the discussions
of their specific characteristics. In Section V, we propose six
evaluation criteria to compare the V&V approaches. Moreover,
the workflow and functional requirements of four modules in
the DMP system are clarified. Aiming at each module’s func-
tional requirement, we match the suitable V&V approaches
for it. Finally, Section VI presents the remaining challenges
and future research directions in V&V developments based on
the discussions and comparisons above.

II. SCENARIO-BASED TESTING

Combined with the characteristics of AVs and the traffic
environment they are in, scenarios-based testing is advan-
tageous and has been used extensively in the current state
of the art [23]. Scenario-based testing has the advantages of
flexible configuration, high efficiency, safe guarantee, and low
cost. Automatic and accelerated tests can be realized through
technologies such as mirror worlds, shadow systems, digital
twins, and parallel computing, which can reduce the labor
costs [24], [25]. Therefore, it has become an indispensable
part of AVs’ validation and evaluation [26]. In general, AV
testers or scenario designers prefer to generate challenging or
complex scenarios where the core task of the DMP system
under test (DMP-SUT) is to interact with kinds of dynamic
entities. From the perspective of the interaction relationship
between road users in testing scenarios, two types of scenarios

can be generated. One type of scenario is “fundamental” with
predefined and unilateral interaction, where only the SUT can
react to other traffic participants. The other is more “advanced”
associated with multiple intelligent components. The traffic
participants in the advanced scenario are implemented with
intelligent driver models or controlled by other humans in a
multi-player game fashion [27].

A. Fundamental Scenario for Testing
1) Ontology-based Combination The ontology-based com-

bination is an essential approach to generate testing scenarios,
which combines scenario entities based on ontology theory for
the primary goal of coverage. Ontology is known as a formal
and explicit conceptualization of entities, interfaces, behaviors,
and relationships [28], [29]. In the test scenario for the DMP
system, the concept of ontologies includes the knowledge of
environment entities about traffic infrastructure design and the
traffic participants’ behaviors, and interactions [30].

Previous studies that applied ontology to AV are generally
used to develop the DMP system [31], [32]. Geyer et al. first
proposed ontology for testing scenario generation, which is a
positive contribution for simplifying communication and the
exchange of findings [33]. Then Bagschik et al. proposed a
process for an ontology-based scene creation method consist-
ing of three parts: the knowledge acquisition, the knowledge
modeling, and the combination process [30]. These created
scenes in natural language can be used to investigate and define
an AV’s safe behavior decision in the concept phase or to
derive testing scenarios for simulation environments with a
wide range of varieties.

Research [34] focuses on acclimatizing the operational
design domain (ODD) in the development and test cycle of
an automated driving system (ADS). Their innovation lies in
the adoption of a unified ODD ontology and attribute formal,
quantifiable modeling of the driving environment. Another
ontology-based approach is proposed in [35] to automatically
generate scenarios for testing the inside decision algorithms
of the Advanced Driver-Assistance Systems (ADAS) in the
highway context. The testing scenario contains three layers:
basic layer, interaction layer, and generation layer. The hier-
archy exploits static and mobile concepts they have defined
in the context of three ontologies entities: highway, weather,
and vehicle. They put forward three types of relationships
between the entities of the highway ontology: inheritance
relationship (unary), composition relationship (binary), and
position relationship (binary) and combined them to infer more
complex relationships and scenarios.

The ontology-based approach can transform scenario de-
scription from semantic expression to coded computer lan-
guage [36]. Li et al. discussed how to automatically convert
ontologies to the corresponding combinatorial testing input
models and presented two conversion algorithms to generate
testing scenarios [28], [37]. A crash scenario shows an ex-
ample where pedestrians are involved crossing the street, and
the attributes of pedestrians and ego-vehicle are constructed
with well-defined constraints. Two algorithms are used to
convert the attributes to parameters and the parameters are in-
putted into a combinatorial testing model for the Autonomous

This article has been accepted for publication in IEEE Transactions on Intelligent Vehicles. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIV.2022.3196396

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Nanyang Technological University. Downloaded on August 11,2022 at 01:23:18 UTC from IEEE Xplore.  Restrictions apply. 



IEEE TRANSACTIONS ON INTELLIGENT VEHICLES VOL. 14, NO. 8, AUGUST 2021 3

Emergency Braking (AEB) function. Because the combination
model is in a virtual simulation environment without complex
scenario entities for perception and focuses on validating
the strategies and behaviors of ego-vehicle, the test of the
AEB function in this article is essentially a test of the DMP
system. In addition to the academia, Christian et al. [38] from
Mercedes-Benz proposed an ontology-based methodology for
identifying driving scenarios in abstracted field data. The
abstraction is achieved by using universal elements of an
ontology represented by a domain model. By examining a
set of test data, they showed that this proposed method is
appropriate for identifying further driving scenarios.

In terms of ontology-based combination, the construction of
the input model is essential. The ontology model provides a
common and shared understanding of knowledge (i.e., entities
and their attributes) that is easy to organize, maintain and
update in a machine-processable format [39]. If the ontology
model is comprehensive and contains various entities with
different attributes, the entities and attributes can be combined
to derive many testing scenarios with high coverage. Also, this
method is biased towards theoretical analysis, which relies
heavily on expert experience. Expert knowledge modeled
for computer-aided processing helps to provide interpretable
scenarios. Besides, due to the constructed input model be-
ing more macroscopic and abstract, this method is applied
chiefly to generate logical scenarios [23]. The generated
logical scenarios can be further detailed to more concrete
scenario combined with other processes [23], [40]. However,
the number of scenarios grows exponentially with the increase
of environment entities, resulting in a large number of less
efficient scenarios even with those physically unreasonable and
meaningless test cases. Moreover, these scenarios are within
the knowledge framework of experts, and it is not easy to
automatically explore the edge cases.

2) Data Mining Data mining extracts the critical data from
naturalistic driving data sets to generate challenging scenarios
[41]. PEGASUS project developed a recording and integrating
relevant traffic scenarios from real-world measurements into
a database and implemented them to test AVs [42]–[44].
After individually converting the raw data from environment
perception into harmonized signal names, data structure, and
coordinate systems as the scene’s snippets, time-continuous
snippets’ likelihoods are calculated and added to each data
set. These scene snippets are clustered and could be used to
generate logical scenarios. For evaluating the appropriateness
of the DMP system, it is required to consider the interaction
between human drivers and AVs, so the generated logical
scenario must include the relationship between human drivers,
which means the interaction likelihoods of the continuous
scenes should be contained in the data set [42].

Data mining also could be used to generate concrete scenar-
ios directly. Based on the assumption that sensors and controls
work correctly [45], Zhao et al. used the Importance Sampling
(IS) technique to realize much faster stochastic simulations,
which can be used to generate motions of the other primary
background vehicles to accelerate the verification of AVs in
simulations [18], [46]. The core idea of IS is to replace the
original joint density function with a new density function

that has a higher likelihood for rare events to happen. There-
fore, the background vehicles’ behaviors are intense, which
is applied for verifying the DMP system in the simulation
environment. The IS approach is also actively used in industry
to extract critical scenarios efficiently to accelerate testing.
However, when applying this approach, the initial scenes could
not be optimized into regions of higher criticality. Jesenski
et al. [47] from Robert Bosch used sum-product networks
combined with the IS approach to avoid this problem so that
the combined approach can find a better distribution.

Compared with other scenario generation methods for uni-
lateral and non-intelligent interaction, scenarios generated
through data mining have high fidelity because they are ex-
tracted from plenty of naturalistic driving data [48]. Generally,
testers prefer to extract data from rare events or safety-
critical events in the real world [49]. This method concentrates
these critical data in the generated testing scenarios, thus
significantly improving test efficiency over road validation.
Since these events have already occurred, they have better
traceability. However, the critical data are rare because massive
data are from safe situations and without test significance, and
the collection process is consuming. Another limitation of this
method is that the data is fixed after being used to generate the
scenario, which means the scenario generation process cannot
automatically explore the edge case. The test scenario will not
evolve according to the behavior of the DMP-SUT. Hence this
method can only be used to generate static scenarios. Also,
there is no feedback loop for the evaluation, making it less
efficient than the following closed-loop method methods. The
process of scenario generation from data mining is similar
to screening out important fragments and then accelerating
playback, so the mined data can only be used for fixed roads
and topologies.

3) Falsification-based Search The DMP system can be
searched for fails in the scenario generation by utilizing the
idea of falsification in software engineering for reference.
This approach aims to search counterexamples violating the
functional requirements under test [50], [51]. The testing
results are evaluated and then taken as the optimization goal
to generate more critical scenarios iteratively in the loop. In
particular, Kapinski et al. pointed out in [52] that one of the
primary purposes of testing is to find critical scenarios that can
cause system failure effectively. If the testing process is based
on evolutionary algorithms, it improves the effectiveness and
efficiency for finding critical scenarios by transforming testing
processes into optimized search problems, and the evolutionary
computations are applied to solve these problems. Most opti-
mization algorithms can directly generate concrete scenarios
without any assignment to predefined functional or logical
scenarios. These algorithms can typically search novelties in
existing parameter distribution and generate critical concrete
scenarios.

The DMP system is a complex system with multiple mod-
ules and features combinations. One challenge is that features
tend to interact or impact each other’s behaviors in unknown
ways. For detecting and managing the feature interactions that
violate system requirements and lead to failures, a many-
objective search method based on the combination of tra-
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Fig. 2. Left: the nodes a pedestrian can visit, and their edges allow both
normal and jaywalking behavior. Right: the graph determines the background
vehicles’ decision points [53].

ditional coverage heuristics with new heuristics is proposed
in [54]. This paper converts the task of detecting undesired
feature interactions into a search-based testing work. Through
testing on two versions of industrial ADS, the proposed
method can significantly improve feature interaction failure
identification compared with the baseline search method.

Mullins et al. [55], [56] designed a method to search key
parameters oriented to the DMP system. Because the most
informative scenario configurations for testing path searching
algorithms occur in the transition regions between perfor-
mance modes, they used adaptive sampling to search the state
space for testing scenarios on the boundary between distinct
performance modes. This method takes a scenario configura-
tion and mission parameters from the search results as an input
and returns a set of score metrics of its mission performance
as output. In later work, through unsupervised learning with
clustering techniques, they improved the generation speed, and
efficiency of critical scenarios [57].

Authors in [58] and [59] presented an approach that au-
tomatically creates critical testing scenarios with a small
solution space to verify the path search for successful collision
avoidance. The approach combines reachability analysis for
determining the size of the solution space with optimization
techniques to shrink it. The solution space is reduced by
shifting the initial states of traffic participants via binary
search, meanwhile demands an immediate and correct action
of the vehicle under testing.

In order to automate the generation of scenarios in high-
fidelity simulators, authors in [53] use Bayesian Optimization
to search adversarial testing scenarios that increase collision
risk with simulated traffic participants and expose poorly-
engineered decision-making policies. To make their optimiza-
tion process efficient and avoid wasteful calculation, they
design a hierarchy on the pedestrian and vehicle behavior
that uses a simulator map. In such case, the pedestrians and
background vehicles have to make decisions on some high-
level parametrization points, as illustrated in Fig. 2.

Since the search process takes the fail performance of DMP-
SUT as a purpose, the scenario has high efficiency in falsifi-
cation after being generated. This method also improves the
availability of developing parametric scenarios and mitigates
the risks that the number of useless scenarios explodes with the
simulation environment’s scenario parameters [60]. However,
as a typical falsification-based method, the apparent limitation

of the search method is that it can only prove there are
issues but not vice versa. In addition, this method is black-
box testing, whereas the DMP system is a complex system
that comprises a few different integrated modules. Developers
of the system may have expertise in the individual module.
Still, the complex interplay of these modules resulting in
the final emergent behavior cannot be easily characterized
or predicted. Therefore, black-box testing could not reveal
the exact problem spots for developers. Besides, existing
research still has some limitations in analyzing search space,
determining the parameter space’s initial source.

In addition to search methods, another representative
method that belongs to falsification is adversarial reinforce-
ment learning, which will be further discussed in the following
advanced scenario generation part.

B. Advanced Scenario for Testing

Machine learning (ML) has been used in the development
of AVs widely [61]–[63]. Several mainstreams of ML, such
as deep learning (DL) and reinforcement learning (RL) ap-
proaches, are increasingly used in scenario generation to test
the DMP system [64]. The following ML techniques generate
scenarios used to test high-level AVs primarily due to the
multiple and intelligent interactions among road users. These
kinds of scenarios are called advanced in this review.

1) Deep Learning Classical ML methods (such as support
vector machine, linear regression, K-means clustering) are
restricted to their ability to process massive naturalistic raw
data [65]. In contrast, DL technologies discover intricate
structures well in high-dimensional data and learn the idea
of correct representation of data [66], [67]. Nowadays, the
ability of deep models to generalize well from limited data
sets has many applications in AV testing scenario generation
[68], [69].

The neural networks in a recurrent (RNN) frame of ac-
counting the history, such as long short-term memory (LSTM)
[70] and gated recurrent units (GRU), can tackle sequences
ordered by time, like the trajectories formed by the interaction
behaviors among road users [71], [72]. Jenkins et al. generate
potential testing scenarios based on modeling accident data
with RNNs and LSTM cells without manual specification in
[73]. The prototype of scenario generation is shown in Fig. 3.
The input and output data of RNN are represented by orange
dashed lines. The black line shows the flow of information
within RNN. Because the agents in the scenario are trained
based on accident data, they may exhibit dangerous behaviors
when interacting with the tested vehicle. However, this strategy
lacks interpretability because RNN is an end-to-end training
method in substance. Besides, compared with the data from
naturalistic driving, the data used for training in this research
comes from a simulator which lacks fidelity.

Krajewski et al. reasoned that only failure scenarios are
inadequate for testing high-level AVs, as other scenarios (e.g.,
non-collision scenarios) have to be tested as well [74]. There-
fore, they use unsupervised DL to train a neural network (NN)
to model lane change trajectories in a scenario automatically.
More than 5600 measured lane change trajectories extracted
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Fig. 3. The prototype design of RNN with LSTM [73].

Fig. 4. The unsupervised deep learning (DL) uses highD data set to train a
neural network (NN) to generate trajectories [74].

from the highD data set are used to train. The NNs can map
the existing trajectories to the learned parameters to generalize
numerous trajectories and perform the inverse mapping from
the synthetic trajectories to corresponding parameter values
under the framework shown in Fig. 4.

As DL heavily relies on existing data resulting in low
flexibility, the generated behaviors of traffic participants (Non-
Player Characters, or NPCs for short) are often difficult to
modify according to testing intentions. Authors in [71] intro-
duced a multi-vehicle trajectory generator (MTG) integrated
with the GRU module to encode multi-vehicle interaction
scenarios into a better interpretable representation. The scheme
of MTG consisting of three parts: encoder (orange), sampling
process (blue), and decoder (green) are illustrated as Fig. 5.
New driving interaction scenarios are generated by sampling
using publicly available data. MTG mainly contributes to
generating variable trajectories for interaction in complex
traffic scenarios, which could provide more high-fidelity data
for engineers and researchers to develop and validate the
interaction strategy of the DMP system and develop evaluation
scenarios for AVs.

DL-generated trajectories can imitate and generalize the
interaction behavior in the real world [67], and we think
the NPCs generated by this method are intelligent in the
interaction process. If the DL model is well trained, more
scenarios can be derived from the original scenarios. Although
a strength of DL is the ability to generalize from training data,
the challenge for analysis is that testers cannot completely
understand how they generalize for all possible cases due
to the internal hidden network. Owing to the parameters
learned based on training data, it is hard to characterize

Fig. 5. An illustration of the scheme of multi-vehicle trajectory generator
(MTG) [71].

the NPCs’ behaviors. In other words, characterizing NPCs’
behaviors is as difficult as characterizing the training data [75].
Therefore, the testing scenarios generated from this method are
relatively weak in interpretability. Moreover, many released
databases [76] do not offer sufficient information on multi-
vehicle interaction scenarios because of technical limitations
and the required costs of collecting data [77]. Besides, if the
data set is replaced, the effect may not be satisfactory. The
training data set can only be continuously increased to try to
cover all possible states. Still, it is not practical because the
cost of collecting data is high in some dangerous states.

2) Standard Reinforcement Learning RL is an agent learn-
ing via interaction with its environment driven by a feedback
signal (reward) [78]. The environment reinforces the agent to
determine better actions to promote the learning process [79].
RL involves many branching algorithms, and the standard RL
mainly focuses on the NPCs, whereas the adversarial RL (will
be described in the following sub-section) concentrates on the
DMP-SUT during the training process. In terms of DMP-SUT
is mainly used in the final application and validation stage,
whereas the adversarial RL approaches are used in both the
failure scenario training and validation process.

Li et al. combine a specific game-theoretic formal-
ism—hierarchical reasoning (also referred to as “level-k”)
game theory to evolving player interactions for generating a
time-extended (multi-move) scenario [80]. The logic of the
traffic model is abstract from the “level-k” game theory, and
the multi-agents are trained as three levels of decision-making
logical rules and these rules are adjusted though changing the
weight in the reword functions [81]. Two kinds of decision-
making algorithms (Stackelberg and Decision Tree) are veri-
fied and validated in the generated testing scenarios [82]. In the
following work, the authors used deep RL (DRL) to realize the
hierarchical game in simulation, which reflects the real world
because of reducing the crash rate. This method can model a
dramatically larger class of scenarios than previous research
benefit from the exploitation of deep Q-learning (DQL) [83].
To increase the variety of interactions between the DMP-SUT
and the surrounding vehicles, authors in [84] characterized the
interactive behavior using level-k game theory and social value
orientation and trained a diverse set of surrounding vehicles
using Double Deep-Q network (DDQN) algorithm. The results
show that the method can simulate a wide range of interaction
behaviors and also effectively identify some safety-critical test
scenarios.

RL is a trial-and-error process and is usually combined
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with specific game-theoretic models to generate a scalable-to-
multiple-vehicles traffic model in a simulation environment.
It can be used to explore more unforeseen scenarios for val-
idation. Besides, many different decision-making algorithms
could also be easily integrated and tested in the scenario
generated by standard RL. However, this scenario is not well-
targeted and may not reveal the weaknesses of DMP-SUT
precisely compared with the scenario generated by accident
data. Moreover, tabular RL strategies that explore randomly
and learn have low efficiency, and become hard to calculate
in high-dimensional state space and complex environments.
Although RL combines with NN, such as DRL or DQL, can
deal with high-dimensional data input issue [85], it is less
stable due to the sensitivity to hyper-parameter settings and
architecture choices [86].

3) Adversarial Reinforcement Learning Intuitively, the
evaluation would be much more efficient if an agent can find
the weakness of the DMP-SUT based on its behaviors and
guide the change of testing scenario to be more challenging,
adaptively. Specifically, the adversarial agents generated by
RL or DRL can evaluate closed-loop properties and find an
optimal policy to achieve the highest discounted cumulative
rewards, making the testing and evaluation process a fully
competitive zero-sum game [75]. Fig. 6 shows the adversarial
agents (NPCs) training structure that the DMP-SUT (same as
Player) is in the loop. This technology focuses on determining
perturbations in the configuration of a testing scenario where
contains the DMP-SUT of ego-vehicle, meaning that seeking
to find scenarios that lead to unexpected behaviors, such as
unsafe behaviors and potential collisions both in the training
and testing periods.

To efficiently finding failure scenarios, authors in [87]
trained the adversarial agents using multi-agent RL where
the tested rule-based agent makes collisions. The authors
put forward personal and adversarial rewards to balance the
relationship between testability and authenticity. They present
a contributor identification to identify the NPCs that should
be provided with an adversarial reward and use prioritized
sampling by replay buffer partition to resolve the problem that
NPCs cannot acquire an acceptable policy.

A novel framework based on DRL to measure the reliability
of motion planning and collision avoidance mechanisms in
AVs under the worst-case scenario of dealing with an optimal
adversarial agent and trained to drive the system into unsafe
states is proposed recently in [88]. They argue that both
the training and test-time procedures of adversarial policies
provide quantitative measures of reliability, which can be used
for benchmarking behaviors in worst-case scenarios. Except
for generation the adversarial testing scenario using DRL,
authors in [89] utilized a nonparametric Bayesian approach to
cluster the adversarial policies of the interactive vehicles. Sig-
nificantly, they care more about diversity rather than optimality
when generating adversarial scenarios. This paper is achieved
by performing ensemble RL with random initializations and
no exploration, aiming to collect adversarial policies’ local
optimums. Similarly, to increase the diversity of background
vehicle trajectories in the test scenario,Du et al. propose an
extension of the reward function used by the Monte Carlo

Tree Search (MCTS) solver to encourage exploration in an
efficient way by adding a trajectory dissimilarity component
[90].

Cho and Behl integrated Baidu’s Apollo into the LG Silicon
Valley Lab (LGSVL) simulator (a photo-realistic AV simulator
that accepts scenario parameters through a Python API) to
generate failure and unexpected traffic scenarios for the AV
software implementation [91]. For an input scenario, the API
provides a way to vary the simulator’s static and dynamic
parameters. The critical insight is that the simulator’s pa-
rameter space is the RL agent’s action space. Their first test
case aims at the perception system, and the second is at the
DMP system. The second test only changed the NPC velocity,
leading to the Apollo crash. Finally, they point out that the
main computational bottleneck in training the RL model came
from the LGSVL simulator because of the rendering problem.

The standard RL and other scenario generation methods
lack weakness-aiming and evolving abilities, leading to insuf-
ficiency. Adversarial RL solves this problem and improves test
efficiency. However, the disadvantage of adversarial RL is that
it may lead to over-fitting for one type of DMP-SUT and the
generated scenario is not highly real and universal compared
with standard RL. It is not easy to obtain the tested DMP
system algorithm due to the security measures. Like standard
RL, adversarial RL also has better exploitation and exploration
capabilities than DL in scenarios’ evolvability. How to balance
the trade-off between exploitation and exploration remains a
future challenge.

C. Discussion

Fundamental scenarios generated by the previous mentioned
methods are like predefined scripts. When the traffic par-
ticipants interact with the DMP-SUT, their initial locations,
approximate trajectories, and output behaviors are specified
by the scenario designers or testers. Their speeds are also
automatically selected from a wide range of options, such
as the falsification-based search algorithm traverses as far as
possible within the fixed-parameter space. As a result, the
scope of validation for scripted scenarios is also limited. In
general, fundamental testing scenarios are primarily used to
verify AVs’ basic functions, such as the ADAS test [92], or
are more meaningful for specific performance tests.

It is vital to understand the interaction with dynamic entities
in the driving environment to develop L3+ AVs efficiently [93],
[94]. Hence, the testing scenarios for high-level AVs should
contain some intelligent interaction tests. However, the traffic
participants generated in fundamental scenarios cannot interact
with ego-vehicle (be tested vehicle) or other traffic participants
adaptively, which may avoid the possible conflict or risk
behaviors. Therefore, more effective and fidelity interaction
and game process should be applied for testing the behavior
decision with the best result of the high-level AVs.

Advanced testing scenarios are the inevitable goal of future
development. Road users interact intelligently with each other
in advanced scenarios. Moreover, interactions between multi-
ple intelligent entities mean that numerous possibilities could
occur, which increases the uncertainties of driving behaviors
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Fig. 6. A training process of a player and N NPCs [87].

[95]–[97]. Hence, it is difficult for AVs to predict the motion
of traffic participants accurately. Therefore, these kinds of
scenarios are more complex and suitable for testing high-level
intelligent AVs.

III. FAULT INJECTION TESTING

Fault injection (FI) is a well-established approach for testing
the resilience and error-handling capabilities of computing,
and cyber-physical systems under faults [98], which has al-
ready been used in AVs’ V&V broadly [99]. It can be used
to verify system-level robustness by deliberately introducing
faults in situations that might otherwise be rarely tested [100].
We reviewed the injection methods and faults types in terms
of injection objects divided into software and hardware.

A. Fault Injection in Hardware

Heavy-ion radiation, high temperature and high pressure
(HTHP), electromagnetic interference, and other FI techniques
[100], [101] are used to test the capacity of resisting dis-
turbance of the hardware processors. For example, FI can
cover/restrain the obtainment of sensor hardware or break
a classification or identification from the recognition system
to the DMP system, or intercept and corrupt a behavior
command from the DMP system and then forward them to
the controller [102]. Saurabh Jha et al. conducted a Bayesian
FI framework named DriveFI, which can find faults through
causal and counterfactual reasoning about the behavior under a
fault [103]. This framework includes the fault propagation and
masking in GPUs hardware-level. The results show that 1.9%
of injected faults (2400 experiments) led to the corruption of
actuation outputs, which are the module’s final outputs.

B. Fault Injection in Software

Software FI is more inclined to implementation details,
which can be applied to program state and communication
[104]. Specifically, altering logic and arithmetic expressions
in the program by modifying constants, operators, variables,
and the source code are used to test the software level. For
example, FI confuses the sensor data from the recognition
algorithm, modifies the state of dynamic participants, or
generates disturbing data according to a sensor-specific fault
model, and then forwards it to the DMP system to test the
output results of the DMP system [102], [105]. Moreover,

when the prediction module is located in or before the DMP
system, timing faults include delays in the flow of data, loss
of data, or out-of-order delivery of the data packets [102].
These delays can be injected into the communication paths
from prediction to modules, examining the robustness and
stability of the prediction module and performance in decision-
making. Besides, Juez et al. presented a simulation-based FI
approach and applied it at an essential sub-function of the
DMP system: behavioral models for hazard analysis and risk
assessment [106].

C. Discussion

A white-box or gray-box analysis of the SUT is performed
to find a suitable time and location for FI. Therefore, the
method needs to be interpretable to some extent. Besides, this
method can help engineers have the destination to find the
critical testing issues [107] and is not constrained by spatial
structures such as road topology, so it is fast and easy to
implement compared with other methods. However, finding
rare hazardous events is time-consuming and uncertain, as
faults might manifest only under specific conditions (e.g.,
a particular software state) [108]. Moreover, if fault testing
lacks interaction between functions under the premise of prior
knowledge, it is challenging to determine the wrong param-
eters or the initial state [109]. Also, a complete simulation
system requires expensive time cost. Considering the complex
testing space handled by the ADS, it is impossible to test all
combinations of initial conditions and fault sequence [110],
[111].

IV. FORMAL VERIFICATION

Formal verification (FV) is an integrated approach that
accompanies the whole development and mature application
phase of AVs. The term formal is reserved for the methods
that use mathematics and especially logics as their foundation
[112]. FV enables developers to deal with complexity using
well-proven logic and mathematics tools, providing strong as-
surance on compliance with requirements or properties [113].
When FV is used in the DMP system, the state of the DMP-
SUT and the parameters of the traffic environment (mainly
roads and interaction relations) are represented and modeled
in mathematical logic language, and the correctness of the
DMP system is proved after calculation.

A. Model Checking

Model checking is a widely used technique for verifying
whether an abstract representation of a system is correct
relative to a formal specification describing the desired system
behaviour. It has been used in a distributed DMP system
composed of multiple modules. Zita et al. checked whether
the extended finite state machines could reach any bad states
in the lane change module of the decision and control system
[114]. As it turned out, the Lateral State Manager system has
over 3 million reachable states with the lane change request
specification, but there are 10 million blocking states that
violate the specification. Although model checking can provide
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helpful information about system correctness and reveal subtle
design errors, its main disadvantage is the state explosion
problem. In contrast, formal modeling named timed automata
is used to verify decision policies of communicating AVs for
safety and traffic fluidity and to limit the state space explosion
[115].

Authors in [116] illustrated how to decompose demand-
ing system-level requirements into a set of component-level
requirements through the canonical software architecture for
verification. This technique is applied to verify the state
consistency between two software modules: the path following
block and the motion control. The method consists of two key
elements: 1) a specification language for describing the system
and its requirements and 2) an analysis to verify the correct-
ness of the system specification relative to the requirements.
In a later study, they utilized linear temporal logic (LTL)
specifications to represent a large-scale of properties such as
safety, stability, response, and guarantee for the automatic
synthesis of the trajectory planner and continuous controller
[117].

The safe decision-making capabilities of an AV do not
have a nominal safety standard. Therefore, Shalev et al. focus
on nominal safety and introduce an interpretable, mathemati-
cal, formal model for safety assurance called Responsibility-
Sensitive Safety (RSS), which combines safety and scalability
through semantics’ language providing a complete methodol-
ogy for AVs [118]. This approach based on model checking
targets the planning modules (the original called planning
module, the same concept with this paper’s DMP system)
within AV’s typical architecture. They used many axioms and
lemmas and formally validated the planning algorithm to sat-
isfy the worst-case assumptions and mathematical generaliza-
tions. The concept of RSS was introduced by researchers and
engineers from Mobileye and later expanded by researchers
and engineers from Intel [119], focusing on vulnerable road
users, such as cyclists and pedestrians performed, to analyze
RSS-based computation of unstructured instances and their
application in structured environments.

B. Reachability Analysis
The crucial challenge of the DMP-SUT is the uncertainty of

interaction with other traffic participants. In order to calculate
and reduce this uncertainty as much as possible, Althoff et
al. proposed reachability analysis to consider every possible
behavior of a mathematical model considering uncertain input
and partially unknown initial state [120], [121]. Safety is
guaranteed concerning the modeled uncertainties and behav-
iors if the AV occupancy does not overlap with other traffic
participants at all times. Compared with model checking and
other testing and validation methods, reachability analysis
is prominent that can be used for online verification. The
safety of the vehicle can be monitored and calculated during
the operation of the vehicle [122]. The authors consider the
uniqueness of each traffic environment and use a coarse model
abstractions method to give expeditious and conservative ver-
ification results in real-time. Furthermore, the results could
be refined adaptively, corresponding to the available compu-
tational constraints. Traffic rules are an aspect that cannot be

ignored in the process of FV. The BMW Group [123] has
validated the safety of DMP in lane-change maneuvers by fully
considering the liability of traffic participants in the event of
a collision based on the reachability analysis.

C. Discussion

FV is the most reliable and complete method but usually
only applicable to the DMP system [20], [118]. FV is based
on white-box analysis, but the internal structure of the DMP
system limits it. The sub-modules or sub-functions are more
and more abundant, so the module or function boundaries are
fuzziness. Moreover, with ML methods such as end-to-end
learning in the DMP system, it becomes difficult to apply FV
to it. Besides, due to commercial sensitivity, car manufacturers
have made scientific advances that do not always publicly dis-
close the details on their approaches or algorithms. Therefore,
it is difficult to know the actual behavior decision and path
planning details of other traffic participants or default them
along the road during the verification process.

Besides, most research papers address traffic rules’ formal-
ization as one essential requirement, which implicates that
traffic is guaranteed to be safe if all traffic participants comply
with these contracts [124]. However, many uncertainties come
from the weak regular region like an intersection where
vehicles make the unprotected turn. It is difficult for some non-
strict traffic rules to be abstracted to the real world’s formal
language or model, increasing formal modeling complexity.
Therefore, some FV methods lack scalability to complex
systems and needs expensive computation. Whereas, research
[125] did an incremental step towards further formalization for
scenario representation and build complex scenarios composed
of dynamic objects with their subjective point of views.
Finally, the problem of time synchronization between ego-
vehicle and other traffic participants is a key to overcome,
which increases the difficulty and scalability of the calculation.
For now, it is unrealistic to verify AV safety solely based on
FV, and this method must be accompanied by other validation
approaches, which can support industrialization.

It should be noted that the above V&V methods are not
always employed independently, and some of them usually
are used in combination. For example, the ontology-based
combinational method is used to generate logical scenarios
first, then the data mining and search-based methods are used
to regenerate concrete scenarios [126]–[129]. The falsification-
based search method combines with ML to generate critical
scenarios automatically are brought up in [55], [57], [130],
[131]. In particular, Feng et al. combined three methods of data
mining, search and RL to generate a scenario library for testing
the intelligence of the DMP system. Their work considered
the unbiasedness between the generated scenario and the real
traffic environment based on data mining, and further trained
the adversarial agents based on RL, and improves the test
efficiency based on search and IS methods [132]–[136].

In summary, based on the review and analysis of each
classification of methods in Section II, III, and IV, we describe
the characteristics of 8 methods and compare the advantages
and disadvantages between them. In addition, besides methods,
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some popular simulation platforms have more applications
in V&V at this stage, which are also crucial for testing the
DMP system. Therefore, the simulation platforms used in the
reviewed papers are also summarized in Table I. In addition
to this, the industry has also done much contributory work in
the V&V methods of the DMP system. While searching and
reading literature, we found that universities and automotive-
related companies co-authored many valuable papers. To facil-
itate readers to obtain information about the research methods
related to enterprises quickly, we have summarized the work
involved by companies with the V&V methods in Table II.

V. STRATEGY ANALYSIS

This section presents an analysis of V&V approaches from
two aspects. The first part is the parallel comparison among
different kinds of approaches, and the second part is the
analysis of the DMP system’s internal module structure for
matching the appropriate V&V approaches to each module.

Six criteria derived by the expert judgment are used to eval-
uate the different V&V methods. Three are used to evaluate
the methods in scenario generation, and the others are used to
evaluate the above methods’ application performance. Then,
based on the evaluation results, we compare the above V&V
methods in parallel. It should be noted that the main object
of our evaluation and comparison is this category of methods,
not an individual paper.

A. Evaluation Criteria in Scenario Generation

1) Coverage Testing scenarios with wide coverage refer
to a large variety and quantity of entities with different
attributes, fulfilling the fundamental requirements of different
tested functions comprehensively. For the scenario where the
tested object is a DMP system, the main test entities are
dynamic traffic participants and their interactions. Therefore,
the coverage is mainly reflected in the wide variety and a large
number of traffic participants.

2) Evolvability The methods with exploitation and even ex-
ploration capabilities can generate some edge scenarios outside
the existing scope, which is used to discover more potential
or unforeseen problems of DMP-SUT. This kind of scenario
must be a necessary experience before the industrialization of
high-level AVs in the future.

3) Fidelity Testing scenarios with accurate fidelity have a
high degree of similarity to real-world traffic environments.
This fidelity specifically refers to the realism of the causality
of the traffic participant interactions in the testing scenario, and
the imitated interactions should be as close to human cognition
as possible and can be understood.

B. Evaluation Criteria in Application Metrics

1) Efficiency High testing efficiency means that the V&V
methods are used to check whether the tested requirements are
satisfied with expectation within a certain period as faster as
possible and whether the found critical functional problems of
the DMP-SUT are accurate. We do not consider the computer
power or hardware performance but purely talk about the V&V
methods.

Fig. 7. Evaluation and comparison of the approaches in scenario generation.

Fig. 8. Evaluation and comparison of the approaches in application perfor-
mance.

2) Interpretability Interpretability means that the simula-
tion models of V&V methods can be analyzed using a white-
box or grey-box manner. Therefore, the testing process and
results can be interpreted from configurations in the internal
model combined with the tested system’s characteristics.

3) Universality Except for dynamic entities, when V&V
methods are applied in the DMP system, the static entities
are also of great importance, such as road topology. People in
different countries have diverse driving styles, and their driving
behaviors are also unlike under different road structures or
topologies. Suppose a specific test method requires mass data
to train agents or needs to be applied in a particular region or
a fixed traffic geometry. In that case, it is difficult to deploy
this method when it is transferred to other countries or road
structures, and it requires much effort to modify and adapt.

C. Methods Evaluation

Combined with the above evaluation criteria and the dis-
cussion contents presented in previous sections, the following
results (Fig. 7 & 8) are delivered.
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TABLE I
SUMMARY OF THE ADVANTAGES/DISADVANTAGES OF V&V METHODS AND THE

APPLICATION OF SIMULATION PLATFORMS IN REFERENCES

V&V
Methods Descriptions Advantages Disadvantages Simulation

Platforms References

①
Ontology-
based
Combina-
tion

- Ontology is a formal and
explicit conceptualization of
entities, interfaces, behaviors,
and relationships.
- Combines scenario entities
and their attributes based on
ontology theory.

- High coverage.
- Provides high
interpretable scenarios.

- Bias toward theoretical analysis
and heavy reliance on expert
experience.
- Inefficient test cases may be
generated that are physically
implausible or meaningless.
- It is difficult to explore edge
cases.

VTD [28]

Java-based
encoding [30]

CyberCars-2 [31]

Carla [34]

Python-based
encoding [36]

\ [32], [33], [35]
[37], [39], [40]

②
Data
Mining

- Extracts the critical data from
naturalistic driving data sets to
generate challenging scenarios.

- Generates testing
scenarios with high fidelity
and traceability.
- Extracts safety-critical
data to generate more
efficient testing scenarios
than road tests.

- Safety-critical data are rare, and
the collection process is
consuming.
- As the data is fixed, the
generated scenarios have no
real-time interactivity and
evolution.

VTD [41], [137]

MATLAB [45], [46]

Carla [48]

\ [42]–[44]

③
Falsification-
based
Search

- Aims to search
counterexamples violating the
functional requirements under
test.

- Generates highly efficient
testing scenarios.
- Improves the availability
of developing parametric
scenarios
- Reduces the number of
useless scenarios.

- Only proves the DMP-SUT
executes the wrong decision, not
the right one.
- It is difficult to analyze search
space and determine the initial
source of parameter space.
- Treating the DMP-SUT as a
black box is harder to reveal the
exact problem points for
developers.

VTD [50]

Carla [53], [138]

PreScan and
Simulink [54]

BeamNG.drive [60]

\ [55]–[59]

④
DL

- Discovers complex structures
well in high-dimensional
naturalistic driving data.
- Learns the concept of
representing data correctly for
generating testing scenarios.

- Good generalization to the
interaction behaviors.
- More fidelity scenarios
can be derived from the
original scenarios.
- NPCs can interact with
the SUT in real-time.

- Lacks interpretability of the
NPCs’ interaction behaviors.
- High costs of collecting
safety-critical data.

Carla [68]

Python-based
encoding [70]

Python with
TensorFlow [71]

Python with
TensorFlow,
and Road
Traffic
Simulator

[73]

Sim-ATAV [75]

\ [72], [74], [76]

⑤
Standard
RL

- Trains NPCs (agents) via
interaction with the traffic
environment driven by a
reward function.
- The training process does not
include the DMP-SUT.

- Generates
scalable-to-multiple-vehicles
traffic models in the testing
scenario.
- Generates evolutionary
interactions to explore more
unforeseen scenarios.

- Not well-targeted and may not
reveal the weaknesses of
DMP-SUT precisely.
- Tabular RL strategies are hard to
calculate in high-dimensional state
space and complex environments.
- Less stable due to the sensitivity
to hyper-parameter settings and
architecture choices.

Java-based
encoding [80]–[82]

⑥
Adversarial
RL

- Trains adversarial NPCs
(agents) to obtain the optimal
strategy to expose the
weaknesses of the DMP-SUT,
driven by a reward function.
- The training process includes
the DMP-SUT.

- Generates highly efficient
testing scenarios.
- Generates evolutionary
interactions to explore more
safety-critical testing
scenarios and edge cases.

- May lead to over-fitting for one
type of DMP-SUT.
- The generated testing scenarios
are not universal for different
DMP-SUTs.

AirSIM [87]

TORCS and
TensorFlow [88]

Carla [89]

LGSVL [91]

CarMaker [92]

\ [83], [85],
[90], [91]
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V&V
Methods Descriptions Advantages Disadvantages Simulation

Platforms References

⑦
FI

- Tests the resilience,
robustness, and error handling
of the cyber-physical system in
the event of a failure.

- Treating DMP-SUT as a
white or grey box to inject
faults is more interpretable.
- Helps engineers have the
destination to find the
critical testing issues.

- Finding rare hazardous events is
time-consuming and uncertain.
- It is challenging to determine
the wrong parameters and the
initial state.

Dynacar by
Tecnalia [99]

TORCS [100]

Nvidia
DriveWorks [101]

Carla [102]

NVIDIA
DriveSim,
and Carla

[103]

Dynacar [106], [107]

⑧
FV

- Uses mathematical and
logic-based tools to verify the
system, providing strong
assurance of compliance with
design requirements.

- Reliable and complete.
- White-box analysis with
high interpretability.

- Lacks scalability to complex
systems and needs expensive
computation.
- Due to commercial sensitivity, it
is difficult for FV to analyze the
algorithmic details of DMP-SUT.

Simulink [113], [114]

CommonRoad [120]

Simulink [121]

CommonRoad [122]

SUMO [125]

\ [115]–[118],
[124]

Combination
of Different
Methods

①+②+③ Sim-ATAV [127]

①+③

MATLAB,
PreScan
and Carsim

[128]

Prescan [129]

③+④

MATLAB
PeVi [130]

Carla [131]

①+③+⑤

Augmented
Reality (AR)
platform
designed for
Mcity

[132]–[134]

MATLAB
toolbox [135]

Carla [136]

①+② \ [126]

In the early testing stage, the fundamental scenario needs
to be as broad coverage as possible to meet its basic require-
ments. The ontology-based combination method combines the
types and attributes of entities to generate scenarios. Data
mining methods can select data to generate scenarios from
databases containing different types of entities and attributes.
Therefore, both are more befitting for fundamental testing. By
comparison, because the standard RL, adversarial RL, and
falsification-based search methods need to train or calculate
mass data from different types of entities, which is likely to
cause dimensional explosion and complexity in computation,
the scenarios generated by these methods have low coverage,
as shown in Fig. 7. By contrast, both RL methods are better
suited for high-level AVs’ testing. They can generate advanced
scenarios with evolutionary potential and explore more edge
scenarios to expose more problems. Usually, the authenticity
of generated scenario from data extraction is closer to real
events than knowledge.

As depicted in Fig. 8, RL and data-derived methods (data
mining and DL) usually have higher test efficiency, but their
interpretability is relatively weak. FV has the best inter-
pretability, whereas it needs to be applied based on many
constraints and rules, so it is not widely applied. As for univer-
sality, sampled data is strongly dependent on the topology in
the acquisition location to generate scenarios, and if testers
want to change the scenario topology, resampling is often
needed. The topologies in RL and DL’s training process are
predefined, so the universality is weak and costly. Although
FI with high universality, it is usually suitable for special test
requirements.

D. Applicable V&V Approaches for DMP System Modules

The DMP system is coupled with several functional mod-
ules, and the internal logic among them is complex. These
modules are not uniformly defined, and their partitioning is
rather blurred with diverse variations of schemes existing
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TABLE II
SUMMARY OF METHODS USED BY DIFFERENT COMPANIES IN THE V&V OF THE DMP SYSTEM

Companies Cooperation
Types

V&V Methods References

AUDI ◦
DL
Falsification-based Search
Data Mining

[139]
[140]
[137]

AVL
◦ Ontology-based [28], [37]

FI [109]
• Data Mining [41]

Baidu • DL [141]

BeamNG GmbH ◦ Falsification-based Search [60]

Boeing Phantom Works ◦ Ontology-based [32]

BMW Group ◦ FV
Data Mining

[123]
[142], [143]

Daimler AG ◦ Ontology-based & Data Mining [126]

Ford Motor Company & Toyota Research Institute ◦ Standard RL [84]

fka (Forschungsgesellschaft Kraftfahrwesen GmbH)◦
Data Mining
DL
Ontology-based

[42], [43]
[74]
[40]

Jianghuai Automobile Company ◦ Adversarial RL [89]

IBM Research AI • Adversarial RL [87]

IEE S.A. ◦ Falsification-based Search
Falsification-based Search & DL

[54]
[130]

Intel • FV [119]

IPG Automotive GmbH ◦ Ontology-based [33]

Leidos ◦ FI [110]

Mercedes-Benz AG ◦ Ontology-based [38]

Mobileye • FV [118]

Motional (Hyundai Corporation & APTIV) • Falsification-based Search [138]

NXP & TNO ◦ FI [100]

NVIDIA ◦ FI [101], [103]

Robert Bosch GmbH ◦ Data Mining [47]

Tecnalia • FI [99], [106], [107]

TNO & TomTom Symphony Co. & 2getthere ◦ Ontology-based [36]

Toyota Group
◦

DL [72], [75]
Falsification-based Search [52]
Ontology-based & Data Mining &
Falsification-based Search [127]

• FV [124]

Valeo • Standard RL [144]

Veoneer Research & Zenuity ◦ DL [73]

Volvo Car Corporation ◦ FV [114]

◦ represents collaborative research with universities.
• represents independent research.

in various works of literature [145]. Based on the related
literature review, we find several alternative structures of
modules and synthesize them so that a common understanding
of the DMP system can be built [14]. After analyzing the

relationships and workflow among these modules, we deduce
the functional requirement of each module. Aiming at every
functional requirement, we select the suitable approaches to
test and verify the corresponding module.
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Fig. 9. A flow chart of the hierarchy of DMP system (adapted from [14]).

1) DMP System Workflow In terms of AV’s internal work-
flow, a typical structure of a DMP system is hierarchically
decomposed into four main modules (light blue sign), as
shown in Fig. 9. The environment information obtained from
the perception system is transformed from physical space
into a digital representation, then the route will be planned
and transmitted into the motion prediction. The prediction
module needs to consider messages over the future motion of
other agents (the prediction module is regarded as part of the
DMP system as [146], [147]). Depending on the prediction
results and how they influence the path search, different
categories of behavior decisions and planning methods can
be decided [148], [149]. The primary purpose of path search
is to provide the vehicle with collision-free and safe paths to
its destination, while the constraints of the vehicle’s motion
model, way-points that the vehicle should follow, and the
traffic environment, including traffic rules, static and dynamic
obstacles are taken into account [150], [151]. A searched path
strongly correlates with the behavior decision, which acts as
input to the decision module for the “best” behavior in terms of
safety or efficiency. Then the behavior decision module will
feedback the feasibility of the path search module. Critical
path search and behavior decision are both vital to autonomy
and are implemented through trajectory planning algorithms
[152]. The final path may change based on the best behavior, as
shown with a feedback loop between these two modules in Fig.
9 (grey sign). Once the path is finalized, the final trajectory
planning is generated. According to the given constraints,
the last level concentrates on finding the best trajectory to
follow through the optimization of a geometric line. Finally,
the control system reactively sends feedbacks to the trajectory
planning execution.

2) Functional Requirements and Applicable Approaches to
the Modules The DMP system is a sophisticated system with
several modules, but part of the research reviewed in this
paper are not module-target and testing the system as a whole.
After describing the four modules of the DMP system, we
propose the functional requirement for each module. Aiming
at the functional requirements, we think the reviewed V&V
approaches above could focus on different modules. Therefore,
the appropriate approaches are summarized in Fig. 10.

a) Motion Prediction

The prediction module must have the ability to predict
the path of motion of traffic participants accurately [153].
Some AVs’ prediction modules have advanced prediction
capabilities obtained by training traffic participants through
ML approaches [154]–[157]. The complexity of NPCs (chal-
lengers) in testing scenarios can be represented as the various
path of motion, which increases the difficulty of prediction
[158]. If the prediction module is unfamiliar with challengers’
motions, which means the prediction module had not learned
from these kinds of trajectories when it was in the training
process. Among the reviewed scenario generation methods,
the prediction module can be tested better in the scenario
generated by ML. According to the skillful design of the
reward function, the challengers can learn variable trajectory
policies by exploring different traffic environment states. As
the environment states increase, it is more likely for the chal-
lengers to learn the various path of motion to test prediction
performance.

b) Path Search
The essential requirement for path searching is to avoid

collisions. During the path search calculation, the dynamic and
static obstacles are all considered in the testing scenario. For
the static obstacles, the type, shape, position, and sequence
in space; on the other hand, for the dynamic obstacles, the
threshold range of its motion state, all above can challenge
the path search module. Testing scenarios generated based on
search for falsification reduce AV’s space reachability, and the
ontology-based combination method increases the variety of
static obstacle types and distribution. Therefore, both ways
are suitable for the testing of the path search module.

c) Behavior Decision
For the behavior decision module, safe interaction with

the traffic participants is the primary principle. The behavior
diversities and state uncertainties of challengers may lead to
accidents during the interaction with the tested vehicle in
testing scenarios [159]. Moreover, it is necessary to test the
behavior decision module with real-time interaction, which
increases the computing capability for the testing process.
Among the reviewed scenario generation methods, if different
strategies are used to train the challengers by ML, the behavior
diversities and state uncertainties are increased. Besides, the
extracted scenarios from data mining in naturalistic driving
condense the safe-critical interactions among road users, es-
pecially some corner and dangerous behaviors. So, it also can
be used to test the safety interaction ability of the behavior
decision module.

d) Trajectory Planning
For the trajectory planning module, calculating the optimal

trajectory is the priority target [160]. The trajectory’s opti-
mality can be reflected in some indicators, such as economy,
executability (the deviation degree of the actuator tracking
the planned trajectory), path smoothness, passenger comfort
[161], [162]. The scenarios for examining the above indicators
include dynamic and static irregular obstacles, irregular road
topologies, rough and bumpy road properties [163], [164].
It also provides traffic conditions (such as traffic jams) that
can break the test module’s operating continuity, which can
pose challenges to both economy and comfort. The ontological
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Fig. 10. Modules of DMP system adapted to the V&V methods.

framework contains road topology structure entities and road
properties, combined with other entities and properties to
generate various scenarios to test this module.

In general, FI can test every module based on white-box
analysis or test the DMP system end-to-end as a black-box.
By contrast, FV can verify vehicle trajectories and behaviors
that have occurred or are occurring. Hence, in addition to the
prediction module, the validation of the other three modules is
also appropriate. It should be noted that all the V&V methods
summarized in this paper are applicable to DMP systems in
different frameworks (consisting of several modules coupled
or end-to-end systems based on black boxes). However, each
method has its own characteristics and pertinence, and readers
can select the appropriate method based on different test
requirements or evaluation criteria.

VI. CHALLENGES AND FUTURE TRENDS

Based on the comparison results in Section V, some chal-
lenges among test methods in V&V for the DMP system are
presented. Also, a summary of future directions is discussed.

A. Challenges

1) Methods are Difficult to Cover Multiple Metrics Cur-
rently, there is no one-size-fits-all V&V solution, and each
strategy has its own pros and cons. The method based on
theory and analysis is more interpretable but short of fidelity.
The data-driven based strategies, on the contrary, lack the
interpretable ability. Therefore, the future mainstream meth-
ods should better combine data and knowledge to generate
scenarios for the effectiveness of V&V [165], such as DRL and
inverse RL, which are increasingly significant in the current
research [166]–[169]. Also, the GAN-based algorithm can
be explored more deeply in generating multimodal human
driver models. There is a greater potential for generating test
scenarios with both complexity and realism, which may shed
some light on DMP-oriented V&V [170]–[173].

As depicted in Fig. 7, the scenario generation methods
cannot be satisfied to both coverage and evolvability. The

future development of scenario generation needs to find a
balance between these metrics. This balance point should be
oriented to test requirements and satisfy the transition from
elementary to advanced testing.

A highly efficient method may generate scenarios that are
difficult to guarantee in terms of fidelity. For example, pure
adversarial RL may train the NPCs to behave unnaturally and
lead to deliberate failure. Suppose NPCs intend to collide with
the tested vehicles purposely, in that case, the DMP-SUT will
make meaningless failures as these cases are either physically
non-applicable or rarely occur in naturalistic driving [87]. Such
failure scenarios might seem like a highly efficient test, but it
is not true at all and unnecessary for testing the DMP-SUT.
Therefore, these methods should combine some reasonable
and hard constraints to enhance fidelity while ensuring test
efficiency.

2) DMP System is Difficult to Decouple Completely Also,
it is not easy to implement the targeted V&V to modules. The
trend of the black-box DMP system is emerging gradually
due to it is difficult to decouple between modules [174],
[175]. However, when a negative issue occurs, the end-to-
end development or testing program may appear unconvincing.
Therefore, the module development and testing of the DMP
system is promising. In addition, the problem of coupling and
interference between modules is also the focus of research.

B. Gaps to be Filled in the Future

At the same time, there are still gaps in the field of V&V
for the DMP system, which are in urgent need of future
investigation by both academic research and industrial efforts.

1) Gaps in Methodology There is currently no method that
can well consider all criteria proposed in Section V. Before
the large-scale deployment of AVs, a method that covers
multiple criteria or a combination of multiple methods can
cover multiple criteria is needed in the future V&V for the
DMP system.

Section V.D considered that the DMP system are com-
posed of four modules. Although there have been undesired
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interaction tests between different assisted driving functions,
such as AEB and Adaptive Cruise Control (ACC) functions
[54], few studies on interference tests exist among several
modules within the decision system, or even almost a blank
state. In [114], the author found a failure was terrible inter-
actions between the reactive obstacle avoidance module and
the reacting path planner. This failure only happened in a
particular situation, and it was doubtful for the bug to be found.
Therefore, adverse interactions testing between modules or
subsystems is crucial.

2) Gaps in Database The future V&V of AVs could rely
much more on the data-driven approaches. NHTSA launched
the “Autonomous Driving Transparency and Safety Test Par-
ticipation” (AV TEST) initiative in June 2020, which aims
to provide an online platform for the public to share the
data on the on-road testing and safety performance of ADS.
Data from other countries besides the United States is also
important because each country has its characteristics of the
traffic environment, which are crucial for scenario generation.
Therefore, it is necessary to integrate data types and forms
from all parts of the world as much as possible to build a
universal standard database.

Interaction data is the focus of testing scenario generation
for decision system testing. However, there is no benchmark
interaction database for DMP system tests, so standardized
comparisons between the systems under test cannot be guar-
anteed.

It is worth emphasizing that NHTSA collects data about
the testing of ADS equipped vehicles. According to the
experimental results of [176], AVs’ actions have effects on
what human drivers do, which means that the interaction data
between humans is different from the interaction data between
humans and AVs. Therefore, in the following research, the
interaction data between human drivers and AVs, which can
be collected from the simulation (e.g., driver-in-loop), should
be taken into account in the test scenarios generation.

3) Gaps in Standardization To facilitate communication
between industries, achieve fair horizontal comparisons be-
tween different research institutions or enterprises, and jointly
promote development of DMP system, the standards research
of V&V is vital. Relevant standards (such as ISO 21448 and
ISO 34501) have been issued for the V&V of the AV level.
However, there are currently no testing and safety standards
specifically for the DMP system. In the future, standards
research can be developed from the following aspects, such
as information input standards from perception to decision-
making, semantic-level decision-making behavior and strategy
standards, functional requirements standards for various mod-
ules, safety standards for DMP system and control-oriented
information output standards. All the above standards are used
to ensure different DMP systems to be bench-marked on a fair
manner.

VII. CONCLUSION

The DMP system plays a vital role in AVs’ autonomy,
and the V&V for this system is essential. However, since the
system is located in the middle of the information transmission

chain and its own internal is complex, the V&V for this
system is full of challenges. The relevant and representative
articles about the V&V for the DMP system in recent years are
reviewed in this paper. The testing methods are divided into
scenario-based for safety and faults injection for robustness
from the evaluated performance perspective. As a correctness-
proof method, formal verification is also summarized for
completeness. Subsequently, we compare the advantages and
disadvantages of these approaches. Based on the analysis of
the various modules’ functional requirements in the DMP
system, we propose the more suitable V&V methods matching
the modules. Finally, the challenges and future directions in
this field are indicated, and these problems should be solved
before the vastly landing of AVs on the market.
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[154] S. Lefèvre, D. Vasquez, and C. Laugier, “A survey on motion prediction
and risk assessment for intelligent vehicles,” Robomech Journal, vol. 1,
no. 1, p. 1, Jul. 2014.

[155] J. Kim and D. Kum, “Collision risk assessment algorithm via lane-
based probabilistic motion prediction of surrounding vehicles,” IEEE
Transactions on Intelligent Transportation Systems, vol. 19, no. 9, pp.
2965–2976, Sep. 2018.

[156] N. Deo and M. M. Trivedi, “Multi-modal trajectory prediction of
surrounding vehicles with maneuver based lstms,” in 2018 IEEE
Intelligent Vehicles Symposium (IV), 2018, pp. 1179–1184.

[157] Y. Jeong, S. Kim, and K. Yi, “Surround vehicle motion prediction using
lstm-rnn for motion planning of autonomous vehicles at multi-lane
turn intersections,” IEEE Open Journal of Intelligent Transportation
Systems, vol. 1, pp. 2–14, Jan. 2020.

[158] C. Sun, R. Tan, J. Deng, R. Zhou, L. Chen, F.-Y. Wang, and D. Cao,
“Accident prediction in mesoscopic view: A cpss-based social trans-
portation approach,” in 2021 IEEE 1st International Conference on
Digital Twins and Parallel Intelligence (DTPI), 2021, pp. 306–311.

[159] L. Wang, C. Fernandez, and C. Stiller, “High-level decision making for
automated highway driving via behavior cloning,” IEEE Transactions
on Intelligent Vehicles, pp. 1–1, 2022.

[160] K. Bergman, O. Ljungqvist, and D. Axehill, “Improved path planning
by tightly combining lattice-based path planning and optimal control,”
IEEE Transactions on Intelligent Vehicles, vol. 6, no. 1, pp. 57–66,
2021.

[161] Y. Wang, D. Pan, H. Deng, Y. Jiang, and Z. Liu, “Dynamic trajectory
planning of autonomous lane change at medium and low speeds based
on elastic soft constraint of the safety domain,” Automotive Innovation,
vol. 3, no. 1, pp. 73–87, 2020.

[162] J. Tan, C. Xu, L. Li, F.-Y. Wang, D. Cao, and L. Li, “Guidance control
for parallel parking tasks,” IEEE/CAA Journal of Automatica Sinica,
vol. 7, no. 1, pp. 301–306, 2020.

[163] M. Waqas and P. Ioannou, “Automatic vehicle following under safety,
comfort, and road geometry constraints,” IEEE Transactions on Intel-
ligent Vehicles, pp. 1–1, 2022.

[164] F. Tian, R. Zhou, Z. Li, L. Li, Y. Gao, D. Cao, and L. Chen, “Trajectory
planning for autonomous mining trucks considering terrain constraints,”
IEEE Transactions on Intelligent Vehicles, vol. 6, no. 4, pp. 772–786,
2021.

[165] L. Li, Y. Lin, N. Zheng, and F.-Y. Wang, “Parallel learning: A per-
spective and a framework,” IEEE/CAA Journal of Automatica Sinica,
vol. 4, no. 3, pp. 389–395, Jul. 2017.

[166] M. Koren and M. J. Kochenderfer, “Efficient autonomy validation
in simulation with adaptive stress testing,” in 2019 IEEE Intelligent
Transportation Systems Conference (ITSC), 2019, pp. 4178–4183.

[167] Z. Wu, L. Sun, W. Zhan, C. Yang, and M. Tomizuka, “Efficient
sampling-based maximum entropy inverse reinforcement learning with
application to autonomous driving,” IEEE Robotics and Automation
Letters, vol. 5, no. 4, pp. 5355–5362, Oct. 2020.

[168] M. Menner, K. Berntorp, M. N. Zeilinger, and S. D. Cairano, “Inverse
learning for data-driven calibration of model-based statistical path
planning,” IEEE Transactions on Intelligent Vehicles, vol. 6, no. 1,
pp. 131–145, 2021.

[169] Z. Huang, J. Wu, and C. Lv, “Driving behavior modeling using
naturalistic human driving data with inverse reinforcement learning,”
IEEE Transactions on Intelligent Transportation Systems, pp. 1–13,
Oct. 2021.

[170] M. Zhang, Y. Zhang, L. Zhang, C. Liu, and S. Khurshid, “Deeproad:
Gan-based metamorphic testing and input validation framework for
autonomous driving systems,” in 2018 33rd IEEE/ACM International
Conference on Automated Software Engineering (ASE). IEEE, 2018,
pp. 132–142.

[171] K. Wang, C. Gou, Y. Duan, Y. Lin, X. Zheng, and F.-Y. Wang, “Gen-
erative adversarial networks: Introduction and outlook,” IEEE/CAA
Journal of Automatica Sinica, vol. 4, no. 4, pp. 588–598, 2017.

[172] K. Liu, Z. Ye, H. Guo, D. Cao, L. Chen, and F.-Y. Wang, “Fiss
gan: A generative adversarial network for foggy image semantic
segmentation,” IEEE/CAA Journal of Automatica Sinica, vol. 8, no. 8,
pp. 1428–1439, 2021.

[173] A. Gupta, J. Johnson, L. Fei-Fei, S. Savarese, and A. Alahi, “Social gan:
Socially acceptable trajectories with generative adversarial networks,”
in 2018 IEEE/CVF Conference on Computer Vision and Pattern
Recognition, 2018, pp. 2255–2264.

[174] M. Bojarski, D. W. del Testa, D. Dworakowski, B. Firner, B. Flepp,
P. Goyal, L. D. Jackel, M. Monfort, U. Muller, J. Zhang, X. Zhang,
J. Zhao, and K. Zieba, “End to end learning for self-driving cars,” arXiv
preprint arXiv:1604.07316, 2016.

[175] M. Bojarski, P. Yeres, A. Choromanska, K. Choromanski, B. Firner,
L. Jackel, and U. Muller, “Explaining how a deep neural net-
work trained with end-to-end learning steers a car,” arXiv preprint
arXiv:1704.07911, 2017.

[176] D. Sadigh, S. Sastry, S. A. Seshia, and A. D. Dragan, “Planning for
autonomous cars that leverage effects on human actions,” in Robotics:
Science and Systems, vol. 2, Jun. 2016, pp. 1–9.

This article has been accepted for publication in IEEE Transactions on Intelligent Vehicles. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIV.2022.3196396

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Nanyang Technological University. Downloaded on August 11,2022 at 01:23:18 UTC from IEEE Xplore.  Restrictions apply. 



IEEE TRANSACTIONS ON INTELLIGENT VEHICLES VOL. 14, NO. 8, AUGUST 2021 20

Yining Ma received the M.A.Sc degree in Mechan-
ical Engineering from Pusan National University,
Pusan, Korea, in 2016 and B.Eng. degree in Vehicle
Engineering from the University of Shanghai for
Science and Technology, Shanghai, China, in 2014.
She is currently working toward the Ph.D. degree
in Vehicle Engineering at School of Automotive
Studies, Tongji University, Shanghai, China. Her
research interests include testing scenario generation
and evaluation of autonomous vehicles.

Chen Sun received the M.A.Sc degree in Elec-
trical & Computer Engineering from University of
Toronto, ON, Canada in 2017 and B.Eng. degree
in automation from the University of Electronic
Science and Technology of China, Chengdu, China,
in 2014. He is currently working toward the Ph.D.
degree in Mechanical & Mechatronics Engineering
at University of Waterloo. He is a member of
Cognitive Autonomous Driving Lab (CogDrive) and
supervised by Prof. Dongpu Cao and Prof. Amir
Khajepour. His research interests include end-to-end

autonomous driving, safety validation for cyber-physical systems, planning
and control for robots.

Junyi Chen received the B.S., and Ph.D. degrees
from the School of Automotive Studies, Tongji
University, Shanghai, China, in 2004, and 2009,
respectively. She also received the joint Ph.D. de-
gree from the Institut für Mathematische Stochastik,
TU Braunschweig, Germany, in 2008. In 2010, she
joined the School of Automotive Studies, Tongji
University, as a lecturer, till now. Her research topics
include safety of autonomous vehicles, driving as-
sistance systems, test and evaluation of autonomous
vehicles.

Dongpu Cao received the Ph.D. degree from Con-
cordia University, Canada, in 2008. He is a Pro-
fessor at Tsinghua University. His current research
focuses on driver cognition, automated driving and
cognitive autonomous driving. He has contributed
more than 200 papers and 3 books. He received
the SAE Arch T. Colwell Merit Award in 2012,
IEEE VTS 2020 Best Vehicular Electronics Paper
Award and 6 Best Paper Awards from interna-
tional conferences. Prof. Cao has served as Deputy
Editor-in-Chief for IET INTELLIGENT TRANS-

PORT SYSTEMS JOURNAL, and an Associate Editor for IEEE TRANS-
ACTIONS ON VEHICULAR TECHNOLOGY, IEEE TRANSACTIONS ON
INTELLIGENT TRANSPORTATION SYSTEMS, IEEE/ASME TRANSAC-
TIONS ON MECHATRONICS, IEEE TRANSACTIONS ON INDUSTRIAL
ELECTRONICS, IEEE/CAA JOURNAL OF AUTOMATICA SINICA, IEEE
TRANSACTIONS ON COMPUTATIONAL SOCIAL SYSTEMS, and ASME
JOURNAL OF DYNAMIC SYSTEMS, MEASUREMENT AND CONTROL.
Prof. Cao is an IEEE VTS Distinguished Lecturer.

Lu Xiong received the B.E., M.E., and the Ph.D.
degrees in Vehicle Engineering from the School of
Automotive Studies, Tongji University, Shanghai,
China, in 1999, 2002, and 2005, respectively. From
November 2008 to 2009, he was a Postdoctoral
Fellow with the Institute of Automobile Engineering
and Vehicle Engines, University of Stuttgart, Ger-
many, with Dr. Jochen Wiedemann. He is currently
a Professor with Tongji University. He is also an
Executive Director of the Institute of Intelligent
Vehicles and an Associate Director of the Clean

Energy Automotive Engineering Center, Tongji University. His research
interests include perception, decision and planning, dynamics control and state
estimation and testing and evaluation of autonomous vehicles.

This article has been accepted for publication in IEEE Transactions on Intelligent Vehicles. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIV.2022.3196396

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Nanyang Technological University. Downloaded on August 11,2022 at 01:23:18 UTC from IEEE Xplore.  Restrictions apply. 


