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Getting started with the Wacom sign pro plug-in for
Adobe Acrobat

Use the Wacom sign pro plug-in for Adobe Acrobat to include a handwritten signature when
digitally signing a PDF document. The plug-in adds a new dimension to the Adobe Default
Security signature by capturing a handwritten electronic signature at the time of signing.
The handwritten signature is then displayed in the PDF document, replacing the normal
certificate appearance. The plugin was developed for Acrobat Reader & Acrobat Pro.

System Requirements

. Windows 10 or later (32-bit and 64-bit)
. Adobe Acrobat Reader, Standard or Pro
. Wacom Signature Pad or Business Pen Display
Installer
The plug-in installation consists of two parts:
. Wacom Signature Components (from the Wacom Signature SDK)
. Acrobat plug-in file

Wacom Signature Components

The signature components can be tested independently of the plug-in using the test
program SignHere.exe.

Run the test program and press Sign to start signature capture.

Acrobat plug-in
The plug-in file SignProAcrobat.api is copied to the plugins folder:

Acrobat Reader:
C:\Program Files\Adobe\Acrobat Reader DC\Reader\plug_ins

Adobe Acrobat Pro:
C:\Program Files\Adobe\Acrobat DC\Acrobat\plug_ins

To verify that the plug-in has been successfully loaded, select
Edit...Preferences...Signatures...Creation & Appearance...More

The Default Signing Method field will then show the Wacom.signpro option:
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Creation

Default Signing Method: | Ask when | sign v

Ask when | sign
Default Signing Format: | Adobe Default Security

s
When Signing:

Checking the installed version
To display the version number of the installed plug-in, select:

Help...Generate System Report
B3 Adobe Acrobat Reader (64-bit)

File Edit View Sign Window [[EEIY

Home  Tools Acrobat Reader Help

Acrobat Reader Tutorials...
Recent

Starred

About Adobe Acrobat Reader... u

About Adobe Plug-Ins...
’b Request E-signa... ©

Manage My Account...
fAdoba cloud storage 4 Y Send a document to others
Sign Out... (bmitur@gmail.com) for easy, trusted signing o...
Your files
Generate System Report vise o
Soiha enerate System Report...

Repair Installation
Shared by you

Check for Updates...
Shared by others
O NAME
Agreements B Test Page
All agreements = EDE:
X Form-demo

Other file storage PoF PDF

Your computer r:q Welcoria
R Por PDF

The version information is displayed as part of the System Information:
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System Information

System Parameters

Total Virtual Memory: 4194176 KB A
User Name: gdb
Windows Detail:
Tablet PC: No
Starter Edition: No
Media Center Edition: No
Slow Machine: No
Windows Directory: C:\Windows

Installed Plug-ins

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\plug_ins\PPKLite.api
Version: 15.20.20039.203716
Creation Date: 2016/09/30
Creation Time: 23:36:16

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\plug_ins\SignProAcrobat.api
Version: 1.0.1.0
Creation Date: 2016/10/27
Creation Time: 17:39:52

oK Send Report

Quick Start Guide

System Information

Installing the plug-in
Run the Wacom plug-in installer and follow the instructions provided.

When the installation has completed start Adobe Acrobat Reader and set these preferences
to activate the plug-in:

From the menu bar, select Edit...Preferences
From the Categories list select:

Signatures
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Digital Signatures

Creation & Appearance

« Control options for signature creation
» Set the appearance of signatures within a document

Click More... then select the Default Signing Method as either: ‘Ask when I sign’ or

‘Wacom.signpro’

Creation
Default Signing Method: | Ask when | sign v
Ask when | sign
Default Signing Format: | Adobe Default Security
-
When Signing:

Use the method ‘Ask when I sign’ to make a handwritten signature optional.
The following setting is required for Acrobat Reader but is not required for Acrobat Pro.

From the Categories list select:

Security (Enhanced)
Uncheck the option ‘Enable Protected Mode at startup’

Sandbox Protections

[[JEnable Protected Mode at startup

Adobe Acrobat will be ready to use the Wacom sign pro plug-in when restarted.

Configuration
select Edit...Preferences...Signatures...Creation & Appearance...More

The Default Signing Method field will then show the Wacom.signpro option:
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B Adobe Acrobat Pro DC - | %
File

H
= Categories:

Preferences

Creation and Appearance Preferences X I
Lv

Dig Creation X

Full Screen A

General Default Signing Method: | Adobe Default Security v

Page Displa;

. i Ask when | sign ’T‘
p——— Default Signing Format: ’ ' v 0|
3D & Multimedia gning cms-n
Accessibility When Signing: obe Defauit Securty

Action Wizard

Adobe Online Services
Catalog [] Show location and contact information l More... ]
Color Management e
Content Editing
Convert From PDF []View documents in Preview Mode
Convert To PDF .
EraitACCotats Enable Review of Document Warnings: | When certifying a document v| Moreo ]
Forms
Identity
Internet
JavaScript
Language More...
Measuring (2D) Appearances L
Measuring (3D)
Measuring (Geo) -

Multimedia (legacy) m [ A
Multimedia Trust (legacy)
Reading

Reviewing -
Search Duplicate

[[]Show reasons

[ Include signature's revocation status

Prevent Signing Until Warnings Are Reviewed: ! Never ~ ‘

Use modern user interface for signing and Digital ID configuration L

Edit... L

Security
Security (Enhanced) Delete [
Signatures !
Spelling v

e

T Clear Recent Files

| oK || Concel

Signature Preferences

To use either the Adobe Default Security signing method or sign pro, select the option 'Ask
when I sign'.

The plug-in performs the same actions as signing with Adobe Default Security, but displays
the handwritten signature in the signed document. To resolve questions regarding detailed
preferences please refer to the Adobe documentation for the standard Adobe Default
Security method.

Security (Enhanced)

Acrobat Reader
To allow the plug-in to operate correctly remove the option to 'Enable Protected Mode at
Startup':
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File Edit View

Home Tog

File Lists

Sent

Storage
My Compu|
Document

Add Accou

Preferences

Categories:

Commenting
Documents
Full Screen
General

Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Sandbox Protections

[JEnable Protected Mode at startup [ Create Protected Mode log file ‘ View log

Protected View Off

Files from potentially unsafe locations

All files

Enhanced Security

Enable Enhanced Security [ Cross domain log file

Privileged Locations

If your workflows are negatively impacted by security settings, use Privileged Locations to
selectively trust files, folders, and hosts to bypass those security setting restrictions.
Privileged Locations allows you to work securely while granting trust to items in your
workflow.

O ically trust d with valid

[ Automatically trust sites from my Win OS security zones

View Windows Trusted Sites

X
E‘D Sign In
X

View

te Viewed

B/10/2016

/10/2016

/10/2016

/10/2016

/10/2016

/10/2016

D/10/2016

Addfile | | AddFolderPath | |  AddHost

What is Protected View?  What is Enhanced Security? ~ What are Privileged Locations?

Remove

D/10/2016

p/10/2016

o] |

Cancel ‘

r/m/?ma Y.

i

Security

Preferences

Adobe Acrobat Pro
The Pro version does not require a change to the default security settings.

Signing a document

®

To sign a document select Tools...Certificates:

Certificates

Select ‘Digitally Sign’ from the toolbar:

&

Certificates v

(% Digitally Sign

With Wacom.signpro as the Digital Signature Method, use your mouse to draw an area
on the document where your signature should appear.

The plug-in allows you to change or confirm the information it needs to sign:
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Sign Document

Signatory name: | John Smith I

Reason for signing: | Confirmed I

Certificate: | John Smith (John Smith) 2017. 10. 11 v|

[] save as Default

Signature name: the name of the person signing will be saved with the signature
Reason for signing: the reason for signing will be saved with the signature
Certificate: the digital certificate will be used by Adobe Acrobat to sign

0 Save as Default: check the option to remember the settings

During installation a digital certificate is created which Adobe Acrobat will use for its

o
security signing process. The Certificate option allows you to browse for an alternative S
certificate in the Windows Certificate Store, or you can create a new certificate by selecting 3
New... ID +
i
n
X
Press OK to confirm the information and start signature capture: g
(¢]
Signature Capture X
Confirmed
e
10:48:08 12 October 2016
oK Clear Cancel

Use your Wacom signature pad or pen display to sign in the normal way. You can use the
Clear button to sign again and press the OK button to accept the signature.

On completion your signature will be displayed in the document in the place of a
conventional Adobe Acrobat digital signature:
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By signing here, | agree that | have
read and agree to the terms and
conditions

Installation Notes

A number of options are presented during installation:

ﬁ sign pro plug-in for Adobe Acrobat Setup —
Set sign pro plug-in for Adobe Acrobat options
Set the options which control how sign pro plug-in for Adobe Acrobat operates.
.Auto save
Default signing details
o
Name l[UserName] 'g
()
R
eason | E
[] show details dialog b
[] Create certificate %
=
(¢]
Back [ Next | | cancel |
Clean Signature - optionally displays details of a signature (name, reason,
time)
Auto Save - optionally displays the file save dialog
Name - default name associated with the signature
Reason - default reason for the signature
Show details dialog - optionally displays the signature name/reason dialog
Create certificate - optionally creates a signing certificate

After installation options can be changed by selecting ‘Change’ in Programs and Features
in the Windows Control Panel.

For an automated installation install the product directly from a command prompt, for
example:
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msiexec /i Wacom-signpro-Acrobat-Plugin.msi

Editing the plug-in settings in the Windows registry

The plug-in settings are held in the Windows registry where they can be viewed and
modified:

HKLM\Software\WOW6432Node\Wacom\SignProAcrobat

Name Type Value

AutoCert REG_DWORD | 0=0FF, 1=0ON (default)
When ON, the plug-in automatically creates a selfsigned
certificate for signing.

AutoSave REG_DWORD | 0=0FF, 1=0ON (default)

When ON, the plug-in tells Acrobat to auto-save
document after signing.

Known issue: if the PDF is open in another app, the
signature is not inserted into the PDF and save silently
fails.

CleanSignature | REG_DWORD | 0=0OFF, 1=0N (default)

When ON, only the signature is displayed in the
document.

When OFF, Name, Reason and Date/time also appear in
the signature area.

" Quick Start Guide W§

DetailsDialog REG_DWORD | 0=OFF (default), 1=0ON

When OFF, the dialog for input of Name and Reason
and selection of certificate is not displayed. When ON,
the dialog is displayed

License REG_SZ The License string supplied by the installer

Name REG_SZ Name to use for signatory.
If the value is [UserName], the name of the logged-in
user, obtained from Windows, is substituted.

Reason REG_SZ Reason for signing

Details Dialog:
DetailsDialog, Name and Reason can also appear under HKCU.

If Name or Reason are missing or empty under HKLM, the details dialog will be shown on
the first signing (regardless of the DetailsDialog setting).

The Name and Reason entered will be saved under HKCU and become defaults for
subsequent signatures.
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If the user selects the option to not show the dialog again, HKCU\...\DetailsDialog will be
set to 0. This does not override HKLM\...\DetailsDialog: if that is 0, the option is
preselected and cannot be changed.

Setting installation properties via the command line

During installation, users alternatively have the ability to set the signing certificate from
the command line interface.

An example of how to do so can be seen below. The following may be inserted into the
command line:

msiexec CERTIFICATE=<certificate> /i Wacom-signpro-Acrobat-Plugin-
x64-1.3.0.msi

Name Values

CLEANSIGNATURE 0 (off)
1 (on)

AUTOSAVE 0 (off)
1 (on)

DETAILSDIALOG 0 (off)
1 (on)

AUTOCERT 0 (off)
1 (on)

NAME string

REASON string

CERTIFICATE The certificate thumbprint
available in the User Account
section of the Windows key
store.
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List of tested Wacom devices as of December 2022
e STU-300 « STU-500 « STU-520 » STU-530 « STU-540

* CTL-471
* CTH-460
* DTU-1031

* DTU-1031X and DTU-1031AX
* DTU-1141 and DTU-1141/B

Known issues

Timestamping issue
Timestamping PDF changes with the application using wacom.plugin is not supported.
Home  Tools 34.pdf x @ ! =

By hdBQ®O© 2 MO - B o Ga =B e

I Certificates m Digitally Sign [hehﬂme Stamp é& Validate All Signatures
&g, signed and all signatures are valid. Signature Panel JNENS

Signatures X [
(& &
[Z] - Vvalidate All |
b
@ (+ ‘
5 Lanw.nsgnedbygh E ‘
g > Form Fields Deleted \
I ébnev.z::;igudbygh - " 2, ]
) Select Digital Signature Method X
1 Miscellaneous Changel(s) | "[I
> g Rew. 3: Signed by TrustID Timest Method:  (QEIGIARIGT I
1 Miscellaneous Changel(s) [[J Save as Default B‘
> 9 Rev. 4: Signed by TrustID Timest Cancel ﬁ
1 Miscellaneous Change(s) B
Rev. 5: Signed by gh
o 2

Error Information

..l) Creation of this signature could not be completed.
Warning: an operation is being attempted that is not supported.
(Wacom.signpro, ETSL.LRFC3161)

| Details>> | oK

R

'Users will experience the following error when attempting to sign with it.
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Signature capture dialog appearing when selecting Certify (Invisible Signature)

When opening a PDF and selecting to certify the document using Certify (Invisible
Signature) option, using the plugin will trigger the signature capture dialog. This allows
users to sign a signature that cannot be viewed in the Signature Panel.

Both these issues have been reported to Adobe to allow a fix to be implemented.
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